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        Cyber Security for Critical Infrastructure


RAD's Service Assured Networking solutions with built-in security ensure that your operational network remains reliable and protected at all times.
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                        RAD Industrial IoT Backhaul Demo


Enable fast, secure and economical deployment of new IIoT sites




Read More
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                        Cyber Shield Overlay for Operational WAN


Protects from Attacks on SCADA and Management Traffic


Substation security gateway isolates industrial control systems (ICS)/automation devices from attack vectors on management and SCADA planes




Read More
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        Boost NERC-CIP Compliance


RAD's SAN solutions are in line with the North American Electric Reliability Corporation Critical Infrastructure Protection (NERC-CIP) directives to boost your cyber security and compliance levels:


	Encryption and integrity for all communications outside ESP
	Application-aware (SCADA-aware) firewall
	Record/monitor all device connections in substations
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Strategically located to securely manage all electronic access to the substation’s ESP





        


        
            





    
        
                        
        
        
            

    
        
 


 


Protect cyber assets from external and internal attacks:


	Device connection control (DCC) using IEEE 802.1x Network Access Control to ensure authenticated and authorized internal substation connections
	Security layer, including firewall, intrusion prevention, anomaly detection, and more
	IEEE 802.1AE (MACsec) and IPsec encryption and data integrity verification to prevent source spoofing, session hijacking, man-in-the-middle and distributed denial of service (DDoS) attacks
	Layered security approach addresses all vulnerability points including integrity,  confidentiality (encryption), authentication, authorization, and auditing
	Access control, user authentication and privilege-level associations for local and remote access using Secure Shell (SSH), TACACS or RADIUS
	Optional: Secure backhaul over public/private cellular for primary/backup traffic
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SecFlow-1


SecFlow-1 is ideal for industrial IoT backhaul, enabling fast, secure and economical deployment of new IoT sites. Allowing secure connectivity over wireless or fiber networks – either public (e.g., cellular) or private, it connects all types of industrial devices, including RTUs, smart meter aggregation devices, IoT base stations or concentrators, CCTV cameras, point of sale devices, Wi-Fi base stations, and more. SecFlow-1 is also used for operational WANs, providing reliable and secure Layer 2 and Layer 3 communications for power utilities, water and gas utilities, public safety and homeland security agencies, as well as intelligent transportation operators.
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Megaplex-4


The Megaplex-4’s ability to handle a broad range of Ethernet, data and voice services, as well as a large variety of network technologies, in a single compact managed node, makes it an ideal solution for carriers and service providers. The device also provides a perfect fit for large enterprises, utilities and transportation companies who require an efficient way to transport and provision multiple legacy and next-generation services over their high capacity pipes. Megaplex-4 can be used as a central aggregation unit for TDM and Ethernet CPEs that are connected over various access link technologies, e.g., HSDSL and SDH/SONET.

The Megaplex-4 is available with a cable management solution to reduce storage space and handling, and eliminate cable waste.
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SecFlow-2


The SecFlow-2 is ideal for industrial IoT backhaul, enabling fast, secure and economical deployment of new IoT sites. Allowing secure connectivity over wireless or fiber networks – either public (e.g., cellular) or private, it connects all types of industrial devices, including RTUs, smart meter aggregation devices, IoT base stations or concentrators, CCTV cameras, point of sale devices, Wi-Fi base stations, and more. SecFlow-2 is also used for operational WANs, providing reliable secure Layer 2 and Layer 3 communications for power utilities, water and gas utilities, public safety and homeland security agencies, as well as intelligent transportation operators.
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Secure-by-design solutions for multiservice operational network, ruggedized substation LAN, distributed automation and smart meter backhaul, and distance and differential protection communications.
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Power utility networks are becoming smarter, automated and more connected, as they gradually transform into Smart Grids. Looking forward, there are several key trends that drive the design of tomorrow’s utility networks – most of which are closely connected with the rise of IoT (Internet of Things) – and which need to be accommodated by adequate communication solutions:



[image: The Future of Power Grids]


            
                                
        
 First Name *

 Last Name *

 Email *

 Industry *
Choose industry
Air Traffic Control
Other Service Provider
Fixed Service Provider
Smart city
First Responder
Military and Defense
Integrated (Fixed and Mobile) Service Provider
Mobile Service Provider
Oil & Gas Utilities
Other Transportation
Others
Power (Electric) Utility
Railways and Metros
Telecommunications Equipment Vendor
Water Utility


 Country *
Choose country
Afghanistan
Albania
Algeria
American Samoa
Andorra
Angola
Anguilla
Antigua And Barbuda
Argentina
Armenia
Aruba
Australia
Austria
Azerbaijan
Bahamas
Bahrain
Bangladesh
Barbados
Belarus
Belgium
Belize
Benin
Bermuda
Bhutan
Bolivia
Bosnia and Herzegovina
Botswana
Brazil
Brunei
Bulgaria
Burkina Faso
Burundi
Cambodia
Cameroon
Canada
Cape Verde
Cayman Islands
Central African Republic
Chile
China
Colombia
Congo-Brazzaville
Costa Rica
Croatia
Cuba
Cyprus
Czech Republic
Denmark
Djibouti
Dominica
Dominican Republic
Ecuador
Egypt
El Salvador
Equatorial Guinea
Eritrea
Estonia
Ethiopia
Fiji
Finland
France
French Guyana
French Polynesia
Gabon
Gambia
Georgia
Germany
Ghana
Gibraltar
Greece
Greenland
Grenada
Guadeloupe
Guam
Guatemala
Guinea
Guinea-Bissau
Guyana
Haiti
Honduras
Hong Kong
Hungary
Iceland
India
Indonesia
Ireland
Israel
Italy
Ivory Coast
Jamaica
Japan
Jordan
Kazakhstan
Kenya
Korea, Republic of Korea - South Korea
Kosovo
Kuwait
Kyrgyzstan
Laos
Latvia
Lesotho
Liberia
Lithuania
Luxemburg
Macau
Macedonia
Madagascar
Malawi
Malaysia
Maldives
Mali
Malta
Martinique
Mauritania
Mauritius
Mexico
Micronesia - Federated States of Micronesia
Moldova
Monaco
Mongolia
Montenegro
Morocco
Mozambique
Myanmar
Namibia
Nepal
Netherlands
Netherlands Antilles
New Caledonia
New Zealand
Nicaragua
Niger
Nigeria
Norway
Oman
Pakistan
Palestinian Authority
Panama
Papua New Guinea
Paraguay
Peru
Philippines
Poland
Portugal
Puerto Rico
Qatar
Romania
Russia
Rwanda
Samoa
San Marino
Sao Tome & Princi
Saudi Arabia
Senegal
Serbia
Seychelles
Sierra Leone
Singapore
Slovakia
Slovenia
South Africa
Spain
Sri Lanka
Suriname
Swaziland
Sweden
Switzerland
Taiwan
Tajikistan
Tanzania
Thailand
Togo
Tonga
Trinidad
Tunisia
Turkey
Turkmenistan
Uganda
Ukraine
United Arab Emirates
United Kingdom
United States of America
Uruguay
Uzbekistan
Vanuatu
Venezuela
Vietnam
Virgin Islands, U.S.
Zambia
Zimbabwe


 State *
None
Alabama,AL
Alaska,AK
Arizona,AZ
Arkansas,AR
California,CA
Colorado,CO
Connecticut,CT
Delaware,DE
Florida,FL
Georgia,GA
Hawaii,HI
Idaho,ID
Illinois,IL
Indiana,IN
Iowa,IA
Kansas,KS
Kentucky,KY
Louisiana,LA
Maine,ME
Maryland,MD
Massachusetts,MA
Michigan,MI
Minnesota,MN
Mississippi,MS
Missouri,MO
Montana,MT
Nebraska,NE
Nevada,NV
New Hampshire,NH
New Jersey,NJ
New Mexico,NM
New York,NY
North Carolina,NC
North Dakota,ND
Ohio,OH
Oklahoma,OK
Oregon,OR
Pennsylvania,PA
Rhode Island,RI
South Carolina,SC
South Dakota,SD
Tennessee,TN
Texas,TX
Utah,UT
Vermont,VT
Virginia,VA
Washington,WA
West Virginia,WV
Wisconsin,WI
Wyoming,WY
Alberta, AB
Washington,DC
British Columbia, BC
Manitoba, MB
Northwest Territories, NT
Newfoundland And Labrador , NL
Nova Scotia, NS
Nunavut, NU
New Brunswick, NB
Prince Edward Island, PE
Quebec, QC
Ontario, ON
Yukon , YT
Saskatchewan, SK


 Company *

 Job Title *

This information will be used according to our Privacy Policy












 Leave this field blank







 Download



    
        

    

                
    Success!


    Resource file download completed. Notice: as a registered visitor, you gain access to all the data in our website.
    



    Recommended

    
        
            Get important update regarding resource file and it's Solution each-system.        
        

            Add to briefcaseGet site notifications  sign in or sign up.

        
    

            
        
            Share this data with your team and colleagues.        
        
            Share
                                    






        
    

    
        
            Our representatives contact you better understand your needs.        
        
            GET A QUOTE        
    



    

            The Future of Power Grids
        
      

The Future of Power Grids 
	 
         
    
          
                                  
             RAD Check Point Robust Cyber Security for Power Utilities – White Paper

            
            
                                        RAD Check Point Robust Cyber Security for Power Utilities

                                            
        
    
          

        36309_checkpoint-rad-cyber-security.pdf

    
  
  
      


  




      


The security of critical networks is at the center of attention of industry and government regulators alike. Check Point and RAD offer a joint end-to-end cyber security solution that protects any utility operational technology (OT) network by eliminating RTU and SCADA equipment vulnerabilities, as well as defends against cyber-attacks on the network’s control and data planes.
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Given the global nature of cyber security threats, regulators around the world are closely following the recently released NERC CIP v5 – the first set of critical infrastructure protection cyber security standards that attaches enforceable penalties to non-compliant power utilities.
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 First Name *

 Last Name *

 Email *

 Industry *
Choose industry
Air Traffic Control
Other Service Provider
Fixed Service Provider
Smart city
First Responder
Military and Defense
Integrated (Fixed and Mobile) Service Provider
Mobile Service Provider
Oil & Gas Utilities
Other Transportation
Others
Power (Electric) Utility
Railways and Metros
Telecommunications Equipment Vendor
Water Utility


 Country *
Choose country
Afghanistan
Albania
Algeria
American Samoa
Andorra
Angola
Anguilla
Antigua And Barbuda
Argentina
Armenia
Aruba
Australia
Austria
Azerbaijan
Bahamas
Bahrain
Bangladesh
Barbados
Belarus
Belgium
Belize
Benin
Bermuda
Bhutan
Bolivia
Bosnia and Herzegovina
Botswana
Brazil
Brunei
Bulgaria
Burkina Faso
Burundi
Cambodia
Cameroon
Canada
Cape Verde
Cayman Islands
Central African Republic
Chile
China
Colombia
Congo-Brazzaville
Costa Rica
Croatia
Cuba
Cyprus
Czech Republic
Denmark
Djibouti
Dominica
Dominican Republic
Ecuador
Egypt
El Salvador
Equatorial Guinea
Eritrea
Estonia
Ethiopia
Fiji
Finland
France
French Guyana
French Polynesia
Gabon
Gambia
Georgia
Germany
Ghana
Gibraltar
Greece
Greenland
Grenada
Guadeloupe
Guam
Guatemala
Guinea
Guinea-Bissau
Guyana
Haiti
Honduras
Hong Kong
Hungary
Iceland
India
Indonesia
Ireland
Israel
Italy
Ivory Coast
Jamaica
Japan
Jordan
Kazakhstan
Kenya
Korea, Republic of Korea - South Korea
Kosovo
Kuwait
Kyrgyzstan
Laos
Latvia
Lesotho
Liberia
Lithuania
Luxemburg
Macau
Macedonia
Madagascar
Malawi
Malaysia
Maldives
Mali
Malta
Martinique
Mauritania
Mauritius
Mexico
Micronesia - Federated States of Micronesia
Moldova
Monaco
Mongolia
Montenegro
Morocco
Mozambique
Myanmar
Namibia
Nepal
Netherlands
Netherlands Antilles
New Caledonia
New Zealand
Nicaragua
Niger
Nigeria
Norway
Oman
Pakistan
Palestinian Authority
Panama
Papua New Guinea
Paraguay
Peru
Philippines
Poland
Portugal
Puerto Rico
Qatar
Romania
Russia
Rwanda
Samoa
San Marino
Sao Tome & Princi
Saudi Arabia
Senegal
Serbia
Seychelles
Sierra Leone
Singapore
Slovakia
Slovenia
South Africa
Spain
Sri Lanka
Suriname
Swaziland
Sweden
Switzerland
Taiwan
Tajikistan
Tanzania
Thailand
Togo
Tonga
Trinidad
Tunisia
Turkey
Turkmenistan
Uganda
Ukraine
United Arab Emirates
United Kingdom
United States of America
Uruguay
Uzbekistan
Vanuatu
Venezuela
Vietnam
Virgin Islands, U.S.
Zambia
Zimbabwe


 State *
None
Alabama,AL
Alaska,AK
Arizona,AZ
Arkansas,AR
California,CA
Colorado,CO
Connecticut,CT
Delaware,DE
Florida,FL
Georgia,GA
Hawaii,HI
Idaho,ID
Illinois,IL
Indiana,IN
Iowa,IA
Kansas,KS
Kentucky,KY
Louisiana,LA
Maine,ME
Maryland,MD
Massachusetts,MA
Michigan,MI
Minnesota,MN
Mississippi,MS
Missouri,MO
Montana,MT
Nebraska,NE
Nevada,NV
New Hampshire,NH
New Jersey,NJ
New Mexico,NM
New York,NY
North Carolina,NC
North Dakota,ND
Ohio,OH
Oklahoma,OK
Oregon,OR
Pennsylvania,PA
Rhode Island,RI
South Carolina,SC
South Dakota,SD
Tennessee,TN
Texas,TX
Utah,UT
Vermont,VT
Virginia,VA
Washington,WA
West Virginia,WV
Wisconsin,WI
Wyoming,WY
Alberta, AB
Washington,DC
British Columbia, BC
Manitoba, MB
Northwest Territories, NT
Newfoundland And Labrador , NL
Nova Scotia, NS
Nunavut, NU
New Brunswick, NB
Prince Edward Island, PE
Quebec, QC
Ontario, ON
Yukon , YT
Saskatchewan, SK
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 Job Title *
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        [bookmark: Contact_Us]Got a specific question in mind? Need a quote? One of our experts will be happy to provide you with further information. Please fill out this short form and we'll make sure someone contacts you.
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Choose one
Afghanistan
Albania
Algeria
American Samoa
Andorra
Angola
Anguilla
Antigua And Barbuda
Argentina
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Brunei
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Alabama,AL
Alaska,AK
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Yukon , YT
Saskatchewan, SK
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  RAD is a network edge solutions and products vendor. Drawing on over 40 years of innovation and expertise, RAD is a market leader 5G xHaul, Private 5G and secure Industrial IoT solutions for communications service providers and critical infrastructure operators.
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